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6.1.1

6.

Data Protection Policy

6.1

Introduction
Victory Housing Trust (Victory) is fully committed to compliance with the
requirements of the Data Protection Act 1998 (“the Act”). Victory will therefore
follow procedures that aim to ensure that all employees (including temporary and
agency workers), Board and Committee members, contractors, agents,
consultants, partners or other persons involved in the work of the Victory and who
have access to any personal data held by or on behalf of Victory are fully aware of
and abide by their duties and responsibilities under the Act.

6.2

Policy Statement

6.2.1.

In order to operate efficiently, Victory has to collect and use information about
people with whom we work in order to carry out our business and provide our
services. These may include our tenants, and former tenants, other customers,
members of the public, current, past and prospective employees, Board and
Committee members, and suppliers. In addition, Victory may be required by law to
collect and use certain types of information. This personal information must be
handled and dealt with properly, irrespective of how it is collected, recorded and
used, and whether it be on paper, in computer records or recorded by any other
means, and there are safeguards within the Act to ensure this is undertaken

6.2.2

We will appoint a Data Protection Co-ordinator to manage day to day activities and
training. Compliance will be reported to the Executive Team. Where appropriate
we will seek external legal Data Protection expertise to support Victory in all data
management and protection matters.

6.2.3

The Directors and Chief Executive are responsible for completing an annual
notification review of all the data they process and report applicable changes 28
days prior to any forms of new processing. These changes will be reported to the
data protection regulator the Information Commissioner's Office.

6.2.4

We will not attempt to gain access to information that is not necessary to hold,
know or process. All information that is held will be relevant and accurate for the
purpose for which it is required, it will not be kept for longer than is necessary and
will be kept secure at all times.

6.3

Purpose

6.3.1

The purpose of this policy is to ensure any personal data we collect, record or use
in any way whether it is held on paper, computer or other media will have
safeguards to ensure that we comply with the Data Protection Act 1998.

6.4

Principals of Data Protection

6.4.1

Victory, adopts the following 8 principles of the Data Protection Act both as a
basis for ensuring compliance with the Act, and also for ensuring the privacy and
confidentiality of individuals. These are summarised below:
1. Personal data shall be processed fairly and lawfully.
2. Personal data shall be obtained only for one or more specified and lawful
purposes and shall only be used for that specified and lawful purpose.
3. Personal data shall be adequate, relevant and not excessive in relation to the
purpose or purposes for which they are processed.
4. Personal data shall be accurate and, where necessary, kept up to date.
5. Personal data processed for any purpose or purposes shall not be kept for longer
than is necessary for that purpose or those purposes.
6. Personal data shall be processed in accordance with the rights of the data subject
under this Act.
7. Appropriate technical and organisational measures shall be taken against
unauthorised or unlawful processing of personal data and against accidental loss
or destruction of, or damage to, personal data.
8. Personal data shall not be transferred to a Country where there is inadequate
protection for the rights of data subjects in relation to processing of information

6.5

Data Definitions

6.5.1 The Data Protection Act 1998 is designed to protect the individual and their
personal data, which is held and processed on their behalf. The Act defines the
individual as the ‘data subject’ and their personal information as ‘data’, these are
further defined as:
•

Data: Any information which can be held manually or on electronically

•

Data Controller: The body which determines the purposes and manner in which
personal data is processed – this means Victory Housing Trust is a Data
Controller

•

Data Protection Co-ordinator: The person responsible for bringing issues to
the attention of the Executive Team, and for certifying data protection
compliance to the Information Commissioner. This role is supported by the
Finance Director.

•

Data processing: Any action involving personal data, including organisation,
disclosure, deletion, obtaining, recording, retrieval, and consultation.

•

Data Subject Any living individual who is the subject of personal data,
whether in a personal or business capacity.

•

Personal data: Any information from which a data subject can be identified,
such as:
o Name, address, phone number, National Insurance Number, Date of
Birth.
o Household composition, marital status
o Financial circumstances, income, rent account details

•

Sensitive personal data: Personal data, the disclosure of which may pose a
greater threat to individuals, such as:
o Racial and or ethnic origin
o Religious or similar beliefs
o Mental or physical health
o Proceedings for any offences committed/alleged
o Political opinions
o Membership of a trade union
o Sexual life

6.6

Disclosure / Processing of Information

6.6.1

Victory considers all personal information given by its members as confidential,
and any unauthorised disclosure of any such information is treated very seriously.
However, in the following situations we need not request prior consent:
•
•
•
•
•

As part of a fraud investigation;
In order to comply with the law;
Is connect to legal proceedings;
Where it would be essential for the Association to carry out or fulfil our
regulatory or statutory duties; and
Anonymously for statistical or research purposes

6.6.2 Victory has Information Sharing Protocols with a number of partner organisations.
This allows us to transfer information between agencies for the benefit of individuals
and the community. This information is not shared with organisations where there is
no protocol. All information sharing protocols Victory engage in will be authorised
by the appointed Director and Data Protection co-ordinator to ensure compliance
with our controls and the Information Commissioner Code of practice for information
sharing.
6.6.3 We will not transfer personal data to jurisdictions outside the European Economic
Area (EEA) unless that country has a recognised adequate level of protection for
data protection purposes. We may process and publish information outside the UK
as part of our World Wide Web activities (internet). This information may at times
relate to individuals personal data. When this is the case we will ensure the
individuals are aware of this type of processing

6.6.4 We will ensure Data Processing obligations are applied to all contracts and
management agreements where we are the ‘Data Controller’ contracting out
services / processing of personal information to another party known as a ‘Data
Processor’. These will outline roles and responsibilities
6.6.5 We will comply with our policies and practices when exploring or entering into any
acquisition or merger. We will ensure all personal or sensitive personal information
is anonymised as part of any evaluation of assets and liability assessments except
as required by law
6.6.6 We will ensure a fair processing notice and privacy statements are in place and
made available to all our current and former residents, applicants, leaseholders and
free holders advising our approach and obligations in respect of Data Protection
Victory will follow.
6.7

Individual Data Subjects: Information Access

6.7.1 We recognise individuals have the right to make a request in writing for a copy of
their personal information held about them on computer and in relevant manual
paper based filing systems. We will respond to the data subject or their
representative within forty calendar days of the request being deemed valid. A valid
request will be when the following conditions have been satisfied.
•
•

•

The request has been received in written form;
We will process requests once we are satisfied of the identity of the data
subject, receive a fee of £10 and have information to enable the request to be
processed;
We will require proof of authority when data subjects engage a representative to
act on their behalf.

6.7.2 We recognise the rights of individuals to prevent processing causing damage or
distress to them, in relation to automated decision making and to prevent
processing for direct marketing purposes

6.8

Breaches of the Data Protection Policy

6.8.1

Breaches of data protection will be thoroughly investigated and where appropriate
and proportionate reported to the Information Commissioner and affected
individuals. Incidents will be reported to the Audit Committee.

6.8.2

We recognise and understand the consequences of failing to comply with the
requirements of the Data Protection Act 1998 may result in:
•
•
•
•
•

Criminal and civil action;
Fines and damages;
Personal accountability and liability;
The Information Commissioner, (ICO) suspending or withdrawing the right
to process data;
Loss of confidence in the integrity of our systems and procedures;

•

Damage to reputation;

6.8.3

We may consider taking internal disciplinary or legal action where members do not
comply with the Data Protection Act 1998 and our governance controls (strategies,
policies, procedures and training) in relation to this matter. Any member will not
disclose personal information to other parties without first seeking consent from
Victory and/or if they are required to do so by law and/or where non-disclosure
would result in the member being guilty of a criminal offence.

6.9

Complaints

6.9.1

Complaints relating to alleged breaches of the Data Protection Act and/or
complaints that individual’s personal information are not being processed in line
with the 8 data protection principles will be managed and processed by the Data
Protection co-ordinator and the Finance Director. Concerns can also be reported
directly to the Information Commissioner who will consider if Victory has broken
any of the data protection principals and establish whether or not we are
processing information in accordance with the Data Protection Act 1998.

6.9.2

We acknowledge that the court will grant compensation to a data subject if it is
found the data controller has contravened the requirements of the Data Protection
Act 1998 and as a direct consequence a data subject has suffered damage and
distress.

6.10

Roles and Responsibilities

6.10.1 The Board has overall responsibility for this policy.
6.10.2 The Executive Team is responsible for overseeing the implementation of the
policy.
6.10.3 Assistant Directors and Managers are responsible for ensuring that all aspects of
their services comply with the policy.
6.10.4 Employees are required to ensure that they act in accordance with the policy in
carrying out their duties. We will ensure all employees are fully trained and
promote the awareness of good data management, security and protection
6.10.5 All contractors who are users of personal information supplied by Victory will be
required to confirm that they will abide by the requirements of the Act and this
policy with regard to information supplied by Victory.
6.11

Implementation and Monitoring

6.11.1 We are committed to ensuring that all our governance controls are proportionate
and appropriate. We will monitor the effectiveness of this policy and recommend
policy changes to improve service delivery. To this aim we will carry out an annual
review taking account of legislative and regulatory changes and a fundamental
review of this policy every three years.

6.11.2 We will operate as part of our information governance controls a set of registers’
which will be kept securely and reported to the relevant committee, executive team
and board:
•
•
•
•
6.12

Breach Register
Subject Access Requests
Data Processors
Information Sharing Protocol
Legal References

6.12.1 The key primary legislation and guidance underpinning this policy is as follows:
•

Data Protection Act 1998

•

Human Rights Act 1998

•

Freedom of Information Act 2000 - We are not governed under this act, but we
will consider and reply appropriately and proportionally to requests for business
information

•

General Data Protection Regulations (Regulation (EU) 2016/679)

